AKTyasibHbIE YTPo3bl kKuOepoe3onacHocTu B Telegram

Telegram — oauH W3 caMbIXx TOMYJAPHBIX MecceHmkepoB B Poccum.
OH ucnonb3yercst sl OOLEHUs], BEJICHHsI OM3HECa, SIBISIETCS UCTOYHHUKOM HOBOCTEH.
Ha done pocra xonmmaecTBa nosip3oBaTeliei miathopMbl yBETMUNBACTCS U AKTHBHOCTD
MOILIEHHUKOB

KommuaecTBo poccuiickux nonbzoBateneit Telegram nocturio 85 miH. B anpere
2024 1. coocHoBatenb MecceHkepa [1aBen ypoB cooOrui, yTo oOmas ayauTopus
Telegram cocrasnseT okoso 900 miiH rosib3oBaresnei. Pa3paboTynky MO3UIIMOHUPYIOT

MECCEH/DKEp KaK OJWMH U3 CaMbIX 3allUIIEHHBIX, TO3TOMY YPOBEHb JOBEPHS
NOJIb30BaTeNe K HEMy OYEHb BBICOK. OJTHM MOJB3YIOTCS W MOIIEHHUKH. OHH
OpUAYMBIBAIOT BCE OoJiee M3OIIPEHHBIE CXEMbl OOMaHa M MPUMEHSIOT METOJIBI
COLIMAJIbHOM MH)KEHEPUH, HAIPaBJICHHBIC HA KPAXKy JCHET U JIAHHbIX.
Ho naymumne B MecceHmkepe QpyHKIMA 0€30MacHOCTH (Harpumep, MHUQppoBaHus) HE
JMa€T rapaHTU 3alUThI OT MOIIEHHUKOB. [103TOMY MOIb30BaTENN TOJIKHBI IOHUMATh,
YTO MPHU UCIOJIb30BaHUM JAK€ TEXHUUYECKHU 3aIIUIIEHHOTO MECCEH][Kepa BO3MOXKHBI
kuOepyrpo3sl. Kpome Toro, yacts dyHKImii 6e3omacHocTr B Telegram oTkIto4YeHa 1o
YMOITYaHUIO, UX HAJI0 AKTUBUPOBATH IS 3ALUILIEHHON pabOTBHI.

OcCHOBHBIE 1IeJTH aTaK Yepe3 MECCEHIKEP:

MoneHHU4EeCTBO:

[Tonmp3oBarenst yOexnaroT MEpEeBECTH JACHEXKHbBIE CPENCTBA, MOAMMCATHCS Ha
TUTaTHBIN CEPBUC, B3Th KPEAUT, NIEPEATh JIMYHYIO HH(POpMAITHUIO.

MOoIIIeHHIYECTBO C UCTIOIB30BaHUEM BUPYCOB:

[Tonb3oBaTens yOeKaaloT YCTaHOBUTh OMACHYIO MporpamMmy (BHPYC, SKCILIONT
U T.J1.), KOTOpasi MOXKET YKpPacTh JCHbI'M U3 UHTEPHET-0aHKa, KPUIITOKOIICITEKOB W
JPYTUX TUIATEKHBIX CEPBUCOB. BO3MOMXKHO TakKe MCTIOIh30BaHUE YCTPONCTBA KIIMEHTA
st DDoS-araku, 9TeHust Wi OTIIPaBKH COOOIIESHUM OT MMEHH M0JIh30BATE]Is;

Kparka aBTOpH3aIMOHHBIX TaHHBIX (HECAHKIIMOHUPOBAHHBIN JOCTYTI):

[lomy4yenne maHHBIX A1 cOpoca Mapoiisi C IEIbI0 3aBIaNeTh JOCTYIIOM K
aKKayHTy TIOJb30BATeNsl, B TOM YHCIE K €ro KOHTakTaMm W rpymnmnaM. Craenarb 3TO
TIPOCTO, €CITN Y TIOJIb30BaTeNsl HE aKTUBUPOBaHA JBYX(aKTOpHAS UIACHTU(PUKAIIHS.

MOoOIIIEeHHUKY J1OCTaTOYHO MepeXBaTuTh COOOIIEHHE C KOAOM cOpoca mapoJs,
UCTIONB3Ys. OOTHI-IBOMHMKU, TPUIIOKEHUS], CAaWThI-TyOJMKaThl WA JyOJIUKaT CUM-
KapThI,

[omyuenuie koHPUAEHIMATBHON HH(GOPMALIMU (YTEUKH):

OT KapTOYHBIX JAHHBIX JIO TTAPOJICH K CHCTEMaM | IPYTOi KOMIPOMETHPYIOIIeH
nH(GOpMalIH, B TOM YUCJIE COCTaBIISIFOIIEH KOMMEPUECKYIO TalHy.

[TonpoOHee paccMOTpUM CLIEHApHH pealin3alyuy atak yepes Telegram.


https://www.vedomosti.ru/technology/articles/2024/04/17/1032323-durov-ozhidaet-rosta-auditorii-telegram

dasbiMBbIe COOPHI CPEICTB

310yMBIIIIEHHUKH MCIOJb3YIOT HOBOCTHOM (DOH i cOOpa CPeACTB OT UMEHH
MPaBO3ALIUTHBIX WM 0JaroTBOPUTENBHBIX Opranu3aiuii. OHU MOTYT IPOCUTH J€HbIU
WIA KPUNTOBAIIOTY HA IOPUIAMYECKYIO 3allUTY IOJMT3AKIIOUYEHHBIX, ITOMOIIb
OeXeHUaM WM )KUBOTHBIM B IPUIOTaX. B Takux cxemax MOIIEHHMKH 4acTo JIaBsT Ha
OMOLIMM, 4YTOOBI BbI3BaTh Y JKEPTBBI JKEJAHWE CPOYHO IOMOYb. [l mMMUTAMU
MIPaBIONOI00HOCTA MOTYT UCIOJIBL30BAThCS peasibHbIe (poTorpadun 1 UCTOPUH.
BecnuiaTHasi npeMuyM-IIOANMCKA

MoIIIEeHHUKH TIpeJIaraloT IOJIb30BaTeNsIM  SIKOObI O€CIIaTHBIA JIOCTYI K
npemuyM-pyHkuusM  Telegram, npUChUTAIOT CCBUIKY JUIS aKTUBALMK TOATKCKH.
Onnaxo oHa Be€T Ha (heiikoBbIit Telegram-60T, 3aMacKUPOBaHHBIN 1101 OQUIHATBHBIN
@PremiumBot. [y monydeHust nojapka OOT 3ampaiivBacT y MOJb30BaTeNsl HOMEP
TeneoHa M aBTOPU3ALMOHHBINA KOJA. Kak TOJIBKO 3/I0yMBIIIIEHHUKH €70 IMOJy4aT —
cOpOCST apoJIb U MOIyYaT JOCTYI K yUETHON 3aIlvCH.
dDeiikoBoOE r0JI0COBAHNE

MOIIEHHUKH CO3Jat0T MOJIENbHBIE OITPOCHI MU TOJIOCOBAHUS, UCITOJIB3YSI IS
NPUBJICUCHUs] BHHUMAHUS AaKTyaJbHYl0O HOBOCTHYIO WM COLMAIBHO 3HAUYUMYIO
NOBECTKy. UYTOOBI «IpPOroJOCOBaTh», IOJNB30BATENI0 HEOOXOAMMO TMEepedTH Ha
CTpaHMIily (PUILMHTOBOIO CaiiTa, BBECTU CBOM HOMEp TeleoHa M aBTOPU3ALMOHHBIN
ko. Tak 1aHHbIE 0Ka3bIBAIOTCS B PyKaX MOIIEHHUKOB, KOTOPBIE MOTYT HCIIOJIb30BaTh
uX JJ1s1 cOpoca mapoJisi ¥ MOJy4YeHHs I0CTyIa K yYETHOM 3aIucH.
IMoanenbHbIE JIOTEPEd U PO3BITPHILIH

370yMBIIUIEHHUKNA 3allyCKalOT PO3BITPHIININ C MPHUBIEKATEIbHBIMU TPU3aMU
(cMapT¢oHbI, aBTOMOOMJIM WJIM KpPYTHBIE JACHEKHbIC BbIILIATHI). J1s1 mpuBieueHus
BHUMaHUs TOJb30BaTelel MOILIEHHUKM WHOIZIA CO3JMAl0T (heHKOBbIE AaKKayHTHI
3HAMEHUTBIX JIMYHOCTEW M MMUTHUPYIOT PO3BITPHILI MPU30B OT MMEHU 3Be3abl. [
y4acTHs HYXHO 3aIUlaTUTh HEOOJBIION «PErucTpalMOHHBIA B3HOCY», CKayaTb
«CTeIUATIBbHOE MPUIIOKEHHUE)» WM BBECTU HOMED Tene(oHa M aBTOPU3ALIMOHHBII KOJT —
TaK 3JI0YMBIIUICHHUKH MOJTy4YaroT IOCTYN K YYETHOU 3anmucH. YacTo i pacumpeHus
OXBaTa MOTEHIUAIBHBIX KEPTB 3JI0YMBIIUICHHUKHU MPOCIT YYaCTHUKOB PO3BITPHILIEH
PETOCTUTH COOOILIEHNE U TIPUTIIACUTD ONPEeAEIEHHOE KOJINYECTBO JIPY3CH.
MomeHHHYecKHe MHBECTUIIHOHHBIE MIPOEKThI

370yMBIIUIEHHUKHA CO3Jal0T (halIbIIMBble MHBECTULMOHHBIE IPOEKTHI WU
umMuTHpY0T pasmenieHue TokeHoB (Initial Coin Offerings wim 1CO), kotopele
BBIIJISIIAT KaK MEPCIIEKTUBHBIE CTapTanbl B cepe KpUNTOBATIOTHI MM OJIOKYEHHA.
MollIEeHHUKH aKTUBHO PEKJIAMUPYIOT CBOM MPOEKTHI B Telegram, obenias yuacTHUKaM
OBICTpBIM M BBICOKUHN JOXO. A MOCJ€ MPUBJICUCHUS 3HAUUTEIIBHBIX JICHEXKHBIX CYyMM
(bOoHJ MPOCTO UCUE3aeT.



MHoraa MOIIEHHUKH CO3Al0T TPYIIOBBIE YaThl C MPEIOKEHUEM OBICTPOTrO
3apaboTKa — HAJ0 TOJBKO BIOXKHTH JeHbIH. C TMOACTaBHBIX AKKAyHTOB B TPYIIIY
NUIIYT JPYTHE JIOAU U JEIATCS TeM, KaK OHH SIKOOBI MOTYYHIIH OOJBIIYIO MPUObLIB,
NPUKIIAIBIBAIOT «O0KA3aTeIbCTBA» B BUJE CKPUHILIOTOB OAHKOBCKUX MPHJIOKEHUH. A
KOTZIa KEpTBa MEPEBOJUT CBOM JIEHBI'M — MOIICHHHMKU OJIOKHPYIOT €€ aKKayHT U
YJIJISEOT TPYTIILY.

HekoTopple MOIICHHUYECKWE WHBECTHLHMOHHbIE MPOEKTHl padoTaroT o
NPUHLUITY THUPaMUJIbI, TJ€ BBIIUIATHI MEPBBIM HMHBECTOpPAM MPOU3BOIATCS 3a CUET
CpPE/ICTB, BIOXKEHHBIX MOCIEIYIOMMMU. Takas cxema MOXeT padoTaTb, MMOKa MOTOK
HOBBIX MHBECTOPOB HE HCCSAKHET. llocie 3Toro opraHu3aTopbl HCYE3al0T BMECTE C
COOpaHHBIMU CPEJICTBAMMU.
dajblIMBbIE PACTIPOAAKH H CEPBUCHI

Morennukn co3nator Telegram-kaHanbl WM TPYNIbI, A€ PEKIAMUPYIOT
TIOMYJISIPHBIE TOBAphI 10 MPUBJIEKATEILHBIM IIEHaM. JTO MOTYT OBITh AJIEKTPOHHUKA,
OJIeK/a, TOMMUCKA Ha CEPBUCHI U JaKe aBHAOWICThl. BU3yanbHO TakWe Mara3wHbI
MOTYT BBIIVIIETh KaK HACTOSIIME, TaM MOTYT HCIOJIB30BaThCS MPO(HECCHOHATBHO
opopMiIeHHBIE OaHHEPBI, (OTO TOBAPOB U «OT3BIBBI JIOBOJBHBIX KIIMEHTOBY.
[Tonb30BaTeseit mpocsT BHECTH MPEOILIaTy 3a TOBAp WM YCIIYTY, YacTO ¢ OOEUIaHueM
OBICTPOI1 JOCTaBKU MJT MOMEHTAIBHOTO TIpeiocTaBieHus cepBuca. [locie momyuenus
OIJIaThl MOIIEHHUKY MCYE3al0T, 3aKPhIBas KaHAJ UJIH OJIOKUPYSI TTOJIH30BaTEIIS.
Iuparckuii kourent u 11O

HekoTtopbie KaHabl HapsAy C JETHTUMHBIM KOHTEHTOM ITyONUKYIOT CCBHUIKH
Ha OecruiaTHoe  ckaunBaHue GpuiabMoB, KHHUT, My3blkn wm  [10. JlroOutenu

OecCryiaTHOTO KOHTEHTa HE TOJBKO HApyIIAlOT aBTOPCKHE TMpaBa, HO U MOTYT
3arpy3uth BpeoHocHoe  [IOna  cBo€  ycrpouctBo.  Takag  mporpamma

MOXET YKPacTh ((MHAHCOBYIO M JIMYHYIO MH(OpMaImio, 3amudpoBaTh JaHHbIE WIN
clienaTh 1ojb3oBaress yaacTHukoM DDoS-araku.
MoueHHH4€ecTBO ¢ KPUNITOBAJIIOTAMHU

MoreHHUKHM co31atoT (anbinuBbie cepBUChl B Telegram, rae mpeanararor
BBITOIHBIE KypChl OOMeHa KpunToBatioT. [lonp30BaTennu OTIPaBIsIIOT CBOU CPENICTBA

Ha yKa3aHHBIN KOIIENEK, HO 00MEH HE MPOUCXOINT, U CPENICTBA UCUE3AIOT.
[lom BuAOM JETUTUMHBIX TPWIOKEHUH WIM  OOTOB  3JI0yMBIIIICHHUKA
pacIpOCTPaHIOT KpUNTOAPEHHEphl — crhenuaibHoe BpeaoHocHoe 110 st kpaxu
JICHET U3 KPUITOKOIIEIbKA.

MollleHHUKHA MOTYT MPOJBUTaTh HECYIIECTBYIOIINE KPUIITOBATIOTHBIE IPOESKTHI
U TIpejularaTth y4acTBOBaTh B IiepBuuHOM pazmenieHnn TokeHoB (ICO). Bxiaguuku

TEpSIIOT CBOU CPEJICTBA, TaK KaK MPOEKT OKa3bIBaCTCS (DUKIIUEH.


https://www.sberbank.ru/ru/person/kibrary/articles/piratskie-versii-ehkonomite-ili-teryaete
https://www.sberbank.ru/ru/person/kibrary/vocabulary/vredonosnoe_po
https://www.sberbank.ru/ru/person/kibrary/vocabulary/spyware
https://www.sberbank.ru/ru/person/kibrary/vocabulary/ddos
https://www.sberbank.ru/ru/person/kibrary/vocabulary/kriptovalyuta
https://www.sberbank.ru/ru/person/kibrary/articles/igry-v-telegram-o-kakikh-riskakh-nado-znat

MoleHHIY€eCTBO ¢ HCII0JIb30BAHMEM MOMIEIbHbIX AKKayHTOB

37I0yMBIIUIEHHUKH CO3J1al0T npodu, UMUTHPYIOLINE AKKAYHTBI
COTPYJTHUKOB NMPABOOXPAHUTENBHBIX,  HAJOTOBBIX  OpPraHOB  WIM  JpPYyTUX

TOCYAApPCTBEHHBIX yupexaeHuid. OHHM HUCMONB3YIOT O(UIMATbHYIO CHUMBOJIUKY
OpraHu3aly Y MHIIYT 3a4aCTYI0 MOJI MPEAJIOroM Kakoh-1100 MpOBEpKU. 3amyruBas
CBOMX JKEPTB, OHHM IMPOCST [IEPEBECTHU JICHBI'M Ha «0E30MacHbI CUYET», KOTOPbIA Ha

CaMOM J€JI€ ABJIICTCA MOIICHHNYCCKHM.
MoI1ieHHUKH MOTI'YT NpEACTaBIATLCA PYKOBOAUTECIIEM KOHK[!GTHOfI

OPraHu3aIvy ¥ MPOCUTh COTPYAHUKA TIPEIOCTABUTh KOH(PDHUICHITATBHBIEC JAHHBIC WIN
NEPEeBECTH JEHbIM CO Cu€Ta KOMIAHMHM. B Takux cioydasx a8 OosbLien
yOeMTETPHOCTH NCIIOIB3YIOTCS HE TOJBKO (hoTorpaduu moaaebHbIX JOKyMEHTOB, HO
U qungenKu.

NHornma MoIlIEHHMKaM YJAeTcsl B3JaMbIBaTh AaKKAayHThI II0JIb30BaTeNied M
pacchliaTh MO CIUCKY KOHTAKTOB MPOCHOY 3aHAThH JAeHer. [Ipu moiydeHuu Takoro
COOOIIIEHHS OT POJICTBEHHUKA, JIPYTra WM KOJUJIETH HE CTOUT TOPOIUTHLCS C OTIIPABKOM
TIEPEBO/1a, HY>KHO CBSI3aThCS C HUM JIbTEPHATUBHBIM CITIOCOOOM M YTOUHHUTH CUTYAITHIO.

Kak 3ammtutecs ot momenHnyectsa B Telegram

o OcraBaiiTech CIIOKOMHBIMHM M HE ITOAJaBANTECh JaBJICHUIO. MOIIIEHHUKN Y9acTO
MBITAIOTCS IyTaTh WM TOPOIUTH KEPTBY, UTOOBI HE JaTh €l BO3MOXHOCTHU
KPUTHUYECKM OLICHUTh CuTyauuto. He coBepiuanTe HUKAKMX AEMCTBUM IO
JaBJICHUEM, JaiiTe cebe BpemMsi NOoAyMaTb W IPOBEPUTH IOITYUYCHHYIO
UHGOPMALIHIO.

« BynpTe oCcTOpOKHBI ¢ IpeAomIaTaMi U NPEeIIOKEHUSIMUA OBICTPOTO 3apaboTKa.
Ecnu BaMm npensiararoT Kynuth TOBap MO CIHIIKOM HU3KOW LEHE I BIOXKUTh
JEHbrM C OOCIaHWeM J0XOJa BBIIIE PBHIHOYHOTO — OTO HaBEpHSKA
MOLICHHUYECTBO. BHUMATEIbHO NPOBEPSAUTE PEITyTALMIO MTPOJIABIIA U HUKOTJA

HE MEPEBOJIUTE JICHBIU 3apaHee.

o [IpoBepsiiTe NOJTMHHOCTH AKKAYHTOB, COOOILIEHUI 1 MPUCIAHHBIX JOKYMEHTOB.
Ecnin BaM muuIyT OT MMEHW OpraHW3alid WIM W3BECTHOW JIMYHOCTH, @ BbI
COMHEBAETECh — CBSDKUTECh HAMPAMYIO 4epe3 O(UIMaIbHBIA CAWT WM IO
TeneoHy.

« He nepexogure o nNog03pUTENBHBIM CChUIKAM M HE BBOJUTE JINUHBIE IaHHBIE,
napoiau win (UHAHCOBYIO MH(OPMAIMIO HA HE3HAKOMBIX CalTax WM Yepes3
CTOPOHHUE MPUIIOKEHHUSL.

o 3ammture Bam akkayHT B Telegram. VYcraHoBute [BYX()aKTOpHYIO
ayteHTU(uKauto. [[poepbTe, HE B3JIOMaH JIM Balll aKKayHT U 3aBEPILUTE BCE
CeaHChl HA HE3HAKOMBIX YcTpoiicTBax. Ecim ¢ Temedona 3To cmenath He
HoJIy4aeTcs — HonpoOyiiTe ¢ kommblotepa. [lomauTe, yTo epBbie 24 yaca noce


https://www.sberbank.ru/ru/person/kibrary/investigations/skhemy-obmana-zvonki-fejkovykh-sotrudnikov
https://www.sberbank.ru/ru/person/kibrary/investigations/skhemy-obmana-zvonki-fejkovykh-sotrudnikov
https://www.sberbank.ru/ru/person/kibrary/investigations/opasnye-svyazi
https://www.sberbank.ru/ru/person/kibrary/investigations/opasnye-svyazi
https://www.sberbank.ru/ru/person/kibrary/investigations/obman_-s_podmenoj_lichnosti
https://www.sberbank.ru/ru/person/kibrary/investigations/obman-pod-maskoj-birzhevogo-brokera
https://www.sberbank.ru/ru/person/kibrary/investigations/obman-pod-maskoj-birzhevogo-brokera
https://www.sberbank.ru/ru/person/kibrary/articles/ostorozhno-dipfejk-kak-uznat-moshennika-na-video
https://www.sberbank.ru/ru/person/kibrary/articles/desyat-sovetov-po-bezopasnym-pokupkam-v-internete
https://www.sberbank.ru/ru/person/kibrary/reminders/kak-zashchitit-svoj-akkaunt-v-telegram

c6poca napoJrsi O4YCHb BAXKHBI. IIo IIpaBuJIaM MECCCHIKEPA, HOBBIN BJIaACIICIT HE
MOJKCT BaC UCKIIFOYNUTD U3 CCAHCA B TCUHCHNEC 3TOI0 BPCMCHMU.
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